[MonuTrka 3amuUTh 1 00PaOOTKH MEPCOHATBHBIX JTAHHBIX

1. TepMuHBI U OTIpEICTICHUS

CaiiT — COBOKYITHOCTb ITPOTPAMMHBIX U allllapaTHBIX cpeacTB st DBM, obecrieunBaronux My OIMKaInuio
IS BceoOtiero 0003peHus nHQOpMaIui U JaHHBIX, 00bEIMHEHHBIX OOITNM IIEIeBBIM Ha3HAYCHUEM,
MOCPEICTBOM TEXHUYECKUX CPEACTB, MPUMEHIEMBIX sl CBs3U Mexkay DBM B cetnt Untepnert. [Tog
Caiitom B Cornamennu nonumaetcs CaiT, pacroyio)keHHbIH B ceTd MIHTEepHET 1o aapecy: http:// ...
[Monp3oBaTens — monp3oBatens cetit MHTEpHET U, B yacTHOCTH, CaliTa, MMEIOIIUIT CBOYO JTHYHYFO
cTpaHuLy (TPOQHIb/aKKayHT).

OenepanbHblil 3aK0oH (D3) — DenepanbHbiii 3akoH OT 27 utoist 2006 1. Ne 152 @3 «O nepcoHaTbHBIX
JTAHHBIX».

[lepconanpHble JaHHBIE — IF00ast HH(POPMAIHS, OTHOCAIIASCS MIPSIMO WM KOCBEHHO K OIIPEICIICHHOMY
WM ompeensieMoMy (PU3HYECKOMY JIUITY (CYOBEKTY MepCOHABHBIX JTAHHBIX ).

Omnepartop — opraHu3aIys, CaMOCTOSATENFHO MM COBMECTHO C IPYTUMH JINIIAMA OPTaHA3YIOIIAst
00paboTKy MepPCOHATBHBIX TAHHBIX, & TAKXKE OMPECIIIONIast eJIn 00pabOTKU MEPCOHANBHBIX JaHHBIX,
MOJUIKAIIUX 00paboTKe, AeHCTBUS (OMepaIiy), COBepIIAeMbIe C MEPCOHATBHBIME JAHHBIMH.
OmneparopoM siBaseTCs ...

O0paboTKa MepcoOHATBHBIX TaHHBIX — JIF000¢ JeHCTBUE (OMepalys) WIIH COBOKYITHOCTh JICHCTBUI
(onepamnuit), COBEpIIAEMBIX C UCTIOIE30BAHUEM CPEACTB aBTOMATH3ALNH WK 0€3 FICIIOIH30BAHIS TAKIX
CPEACTB C MepCOHATBHBIMA TaHHBIMH, BKITFOUast COOp, 3aIlich, CHCTEMATH3AIUIO0, HAKOIUICHHE, XpaHEeHNUE,
yTouHeHue (0OHOBJICHHUE, H3MEHEHHE), U3BJICUCHHUE, HCIIOIb30BaHKe, Tepeaady (pacipocTpaHeHue,
MPEIOCTaBICHUE, IOCTYII), 00e3IMINBaHIe, OJIOKUPOBAHKE, YIAJICHUE, YHUUYTOXCHUE MEPCOHATBHBIX
JTAHHBIX.

ABTOMaTH3MpPOBaHHAs 00PabOTKA MEPCOHANBHBIX JaHHBIX — 00pab0TKa MEPCOHATBHBIX TaHHBIX C
MTOMOIIBIO CPEICTB BEIUUCIUTEILHON TEXHUKH.

PacnpocTpanenue nepcoHaNbHBIX JaHHBIX — ACHCTBHE, HAPABICHHOE HAa PACKPHITHE IEPCOHATBHBIX
JAHHBIX OTIPECIICHHOMY KPYTY JIUI] [0 IPEIBAPUTENFHOMY COTIIACHIO, B CIIydasx, MPeIyCMOTPCHHBIX
3aKOHOM.

Hpe}lOCTaBHeHI/Ie MEPCOHAJIbHBIX TaHHBIX — I[eﬁCTBI/Iﬂ, HarpaBJICHHBIC Ha PACKPBITHUC MEPCOHAIIBHBIX
JIaHHBIX OIPEICICHHOMY JIUIY WX ONPENEIICHHOMY KPYTy JIULI.

BbrokupoBaHne nepcoOHANBHBIX JAaHHBIX — BPEMEHHOE MpeKparieHne 00paboTKH NePCOHATBHBIX JaHHBIX
(32 UCKITIOYCHUEM CITyJaeB, eciii 00paboTKa HeOOX0qiMa IS YTOUHECHUS TIEPCOHANBHBIX TAHHBIX ).
YHUYTOXXKEHIE TIEPCOHATBHBIX TAaHHBIX — EHCTBUSI, B PE3yIbTATe KOTOPHIX CTAHOBHUTCS HEBO3MOXKHBIM
BOCCTaHOBHTH COZICpKaHUE ITEPCOHANBHBIX JaHHBIX B MHOOPMAIIMOHHON CHCTEME MEPCOHANBHBIX JAHHBIX
I/I/I/I.HI/I B pE€3YJIbTATEC KOTOPLIX YHUUYTOXKAIOTCA MATCPHUAJIbHBIC HOCUTEJIN ICPCOHAIbHBIX TaHHBIX.
OGCBHI/I‘II/IBaHI/IC NEPCOHAIBHBIX JTaHHBIX — HeﬁCTBHH, B pE€3YJIbTATE KOTOPBIX CTAHOBUTCS HEBO3MOKHBIM
03 UCIOJIb30BAHUS TOMTOTHUTEILHON HH(POPMAIHH OMPEACTUTh PHHAICKHOCTD IEPCOHATBHBIX
JAHHBIX K KOHKPETHOMY CyOBEKTy NepCOHAIBHBIX TaHHBIX.

HNudopmanmonnas cucteMa nepcoHanbHbIX JaHHBIX (MCI1/IH) — COBOKYIMHOCTE COepIKAIIXCsl B 6a3ax
JAHHBIX MEPCOHANBHBIX JTaHHBIX M 00€CIIEUNBAIOIINX UX 00paboTKy HH(POPMAIIMOHHBIX TEXHOJIOTHI 1
TEXHUYECKUX CPEICTB.

2. O01He MOJI0KEHUS

2.1. IlonoxxeHue 0 MOPAIKE XPAaHESHUS U 3aIUTHI IepCOHANBHBIX AaHHBIX [lonb3oBareneit Caiita (manee —
[Tonoxxenue) pa3paboTaHo C 1ENbI0 coOIr0IeHNs TpeboBaHMid 3akoHOoAaTeNbCTBa PD, comepkanmx
MepCOHANBHBIC JaHHbIE U naeHTHuKamu [lons3oBareneit, Haxosmuxcst Ha CanTe.

2.2. Tlonoxenue pazpadorano B coorBeTcTBUM ¢ KoHcTUTynmen PO, I'paxxnanckum kogekcom PO,
JEHCTBYIOIINM 3aKOHOJATENECTBOM P®D B 001acTH 3alIUTHI MEPCOHANBHBIX JAHHBIX.

2.3. [lonokeHre yCTaHABIMBACT HOPSIOK 00pabOTKH MepCOHANBHBIX JaHHBIX [lonk3oBareneii CaiiTa:
JeHCTBHA TIO0 cOOPY, CHCTEMATU3aIlNH, HAKOTUICHHUIO, XPaHSHHIO, YTOYHEHUIO (OOHOBJICHUIO, H3MEHEHHIO),
YHUYTO)XEHHIO IEPCOHATBHBIX JTaHHBIX.



2.4. TlonoxxeHue ycTaHaBIMBaeT 00s3aTeNbHbIe Ui COTpYAHUKOB OnepaTopa, 3aJ1eiicCTBOBaHHbBIX B
oOcityxuBanuu Caiita, ob1mune TpeboBaHus U IpaBUia 1o paboTe co BCeMH BUIAMHU HOCHUTENEH
rH(pOpMAINH, COJCPKAIUMHU ITepcoHaANTbHBIC JaHHbIe [loap3oBareneii Calita.
2.5. B IlonoxxeHnn HEe paccMaTPUBAIOTCS BOIIPOCHI 00eCTIeUeHHS O€30MMaCHOCTH IMePCOHABHBIX IAHHBIX,
OTHECEHHBIX B YCTaHOBJICHHOM IIOPSAKE K CBEICHHUSIM, COCTABIIIOMINM TOCYJapCTBEHHYIO TalHy
Poccuiickoit deneparym.
2.6. Hensamu IlonoxeHus SBISIOTCS:

obecrnieueHre TpeOOBAHUH 3aILUTHI IPaB U CBOOOJ YEJIOBEKA U IpakIaHUHA TPU
00paboTKe MePCOHANBHBIX JaHHBIX, B TOM YHCIIE 3alIUTHI IIPAB Ha HEIIPUKOCHOBEHHOCTh YaCTHOM KH3HH,
JIWYHYIO ¥ CEMEWHYIO TalHy;

HCKITIOYCHNE HECAHKIIMOHUPOBAHHBIX JICHCTBHIA COTpyAHUKOB OmiepaTopa 1 JII0OBIX
TPETHUX JIUII TI0 cOOpY, CHCTEMAaTH3aINH, HAKOIUICHHIO, XPaHCHUIO, YTOUHEHHUIO (0OHOBJICHUIO,
W3MEHEHUIO ) IEPCOHATBHBIX TAHHBIX, HHBIX ()OPM HE3aKOHHOTO BMEIIATEIHCTBA B HH(POPMAIIOHHEIE
PECYPCHI U JIOKAIbHYIO BEIUMCINTENBHYIO ceTh Oneparopa, obecriedeHrne NpaBoBOro 1 HOPMaTHBHOTO
pexuMa KOH(pUASHIIMATBHOCTH HeTOKyMeHTHpoBaHHON nH(popmanuu ITons3oBateneii Caiira; 3amura
KOHCTUTYIIMOHHBIX ITPaB TPaXKIaH Ha JIMYHYIO TalHY, KOHPHUICHINAILHOCTD CBEICHHH, COCTaBIIMIOIINX
TIepCOHANBHBIC JAaHHBIC, U TIPEIOTBPALICHHE BO3HIKHOBEHHUS BOZMOYKHOM yTpO3BI 0€3011aCHOCTH
[Tonb3oBateneit Caiira.
2.7. IlpuHIHITE 00pabOTKH MEPCOHATBLHBIX TAHHBIX:

00paboTKa MePCOHATBHBIX JAaHHBIX JODKHA OCYIIECTBISATHCS Ha 3aKOHHOHN U
CIpaBeJINBOM OCHOBE;

00paboTKa MepCOHANBHBIX JaHHBIX TOJDKHA OTPAHUYUBATHCS TOCTIDKEHHEM KOHKPETHBIX,
3apaHee ONpeJleNIeHHbIX U 3aKOHHBIX Lieneil. He nomyckaercst 06paboTka nepcoHaIbHBIX JaHHBIX,
HECOBMECTUMAsI C LIEIIIMH cO0pa MepCOHANTBHBIX JaHHBIX;

HE JToITycKaeTcss o0beqnHeHre 0a3 NaHHBIX, COMEPIKAIINX MIEPCOHANBHBIC TaHHBIE,
00paboTKa KOTOPBIX OCYIIECTBIIIETCS B IIEISX, HECOBMECTUMBIX MEXKIY COOOM;

00paboTKe MoJIekKAT TOJIBKO MEPCOHAIBHBIE JaHHBIE, KOTOPhIE OTBEUYAIOT IETISIM UX
00paboTkH;

coJiepskaHue 1 00beM 00pabaThIBAEMBIX IEPCOHAIBHBIX JAHHBIX JOJIKHBI
COOTBETCTBOBATh 3aBICHHBIM IIeTsIM 00paboTku. OOpabaTeiBaeMble IEPCOHATBHBIC TaHHBIC HE JJOJKHBI
OBITh H30BITOYHBIMH IO OTHOIIICHUIO K 3asSBJICHHBIM IEJIIM UX 00pabOTKH;

pu 00pabOTKe MEePCOHATBLHBIX JJAHHBIX JOJDKHBI OBITH 00ECIIEYCHBI TOYHOCTh
MEPCOHANBHBIX JaHHBIX, HX JOCTATOYHOCTD, 3 B HEOOXOIUMBIX CITydasX U aKTyalIbHOCTb IO OTHOIIECHHIO K
nesiM 00pabOTKH MePCOHATBHBIX JTAHHBIX;

XpaHCHHUE NMEPCOHAIBHBIX TaHHBIX NJOJKHO OCYIIECTBIIATHCA HE AOJIBIIE, YEM 3TOT'O
TpeOyIOT e 00paboTKK MEPCOHATBHBIX JAHHBIX, €CITU CPOK XPaHEHH MEPCOHATLHBIX JIAHHBIX HE
ycTaHoBiieH DenepanbHbIM 3aKOHOM, JIOTOBOPOM, CTOPOHOM KoTOporo siByisiercs: [Tonb3oBarens;

00pabaTeIBacMbIe IEPCOHATBHBIC TaHHBIE ITOIEKAT YHIHUTOKEHHIO JTHOO
00€3IMINBAHUIO TI0 TOCTIDKEHHH TIeTield 00pabOTKU WITH B CITydae yTPaThl HEOOXOAUMOCTH B TOCTIKEHHU
ATHX LeNeH, eClTM HHOE He TpexycMoTpeHo denepanbHbIM 3aKOHOM.
2.8. YcnoBust 06pabOTKHU MEPCOHANBHBIX JAHHBIX.
2.8.1. O6paboTka nepcoHambHBIX JaHHBIX [lomb3oBarteeii CaliTa oCyIecTBIsSETCS HA OCHOBAaHUHT
I'paxnanckoro kogekca PO, Koncturymuu PO, neiictByromiero 3akoHoaarenbcTea PO B 061acTv 3alIUThI
MEPCOHANBHBIX JaHHBIX.
2.8.2. O6paboTKa MepCcOHANBHBIX TaHHBIX Ha CaliTe OCYIIECTBIACTCS ¢ COOIIOICHIEM MTPUHIIAIIOB U
MPaBWI, IpeTycMOTpeHHBIX [lonoxkeHrneM u 3akoHomaTenbcTBoM PD. O6paboTka epcoHaIbHBIX TaHHBIX
JIOIYCKAETCS B CIACAYIONINX CITydasX:

00paboTKa MepPCOHATBLHBIX JJAHHBIX HE00X0AUMa JIJIs HCToJib30BaHust Caidta, CTOpOHOM
KoToporo siBisercs [lonp3oBaTens;



00paboTKa NepCOHANBHBIX JaHHBIX HEOOX0ANMA JUTS 3aIUTHI )KU3HH, 30POBbS HIIH
WHBIX KM3HEHHO BaKHBIX nHTepecoB [lonb3zoBatens Caiita, eciy Moly4eHre coryiacusi HEeBO3MOXKHO;

00paboTKa MepCOHANBHBIX JaHHBIX HE0OX0AuMa ISl OCYIIECTBIICHHUS IPaB U 3aKOHHBIX
uHTEepecoB Oneparopa WK TPETHUX JINI JIHO00 IS TOCTIKEHHS OOIIECTBEHHO 3HAYNMBIX LeNei mpu
YCJIOBUH, YTO TIPH 3TOM HE HapyIIaroTcs MpaBa u cBoOos! [lomp3oBareneii Calita;

00paboTKa NepCOHATBHBIX JaHHBIX OCYIIECTBIISICTCS B CTATUCTUIECKUX MITH HHBIX
MCCIIEN0BAaTEeNCKUX 1IENAX, 32 HCKIIIOUeHnEM 00paOOTKH IepCOHABHBIX JaHHBIX B ENIIX MPOIBHKEHHS
TOBapoOB, paboT, YCIIYT Ha PBIHKE ITyTeM OCYIIECTBICHHS NMPSIMBIX KOHTAKTOB C HOTEHIIAILHBIMU
MOTPEOUTEIAMH C TIOMOIIBIO CPE/ICTB CBSI3H, a TAKXKE B LEIIAX MMOJUTHYECKON arMTaliy, IPH YCIOBUH
00513aTETBHOTO 003 TNINBAHNS TIEPCOHATBHBIX JAHHBIX.
2.9. Ilenn 06pabOTKM IMEPCOHABHBIX TAHHBIX.
2.9.1. O6paboTka nepcoHaTLHBIX JaHHBIX [Tomp3oBaTenei Caita OCyIIeCTBIACTCS NCKITIOYUTEIBHO B
nesix nmpepocranieHus [1oap30BaTeio BO3MOXXHOCTH B3aNMOIeicTBOBATE ¢ CaifiToM.
2.9.2. CBeneHHsAMH, COCTaBIISIOLIMME NIEpCOHANIbHBIE NaHHbIe Ha Caiite, sBisiercs ar00as nHbopManus,
OTHOCSILASICS K OTIPEICICHHOMY WM OIPeAEIIeMOMY Ha OCHOBAHUH Takol MH(OpMaLuH (PU3NIECKOMY
iy (CyOBbeKTy IepCOHATIBHBIX JaHHBIX).
2.10. McToynuky nomydeHust IEPCOHANBHBIX TaHHBIX [lomp30Bareneii.
2.10.1. UcTounnkoM UHGOpMAIIAN 000 BCeX NEPCOHATBHBIX JaHHBIX [1onbp30BaTens sBiIseTCs
HemocpencTBeHHo caM llonb3oBarens.
2.10.2. Ucrounnkom HHGOPMAIIMHU O NIEPCOHANBHBIX TaHHBIX [1oyb30BaTeNs SBISIOTCS CBEJCHUS,
MOJy4YEHHBIC BCeACTBUE NpeaocTaBiaeHus OnepatopoM Ilonp3oBatento mpaB nmosib3oBanus CaiTom.
2.10.3. IlepconanbHsble faHHbIe Ilonb30BaTeneii OTHOCATCS K KOH(PUICHIIUATBHOM HHpOpMau
OTPaHUYECHHOTO I0CTYTIA.
2.10.4. O6ecnieueHust KOHOUACHIIMATEHOCTH MEPCOHANBHBIX JAHHBIX HE TPeOyeTCs B CIIydae ux
00€3IMIMBAHIS, & TAKKE B OTHOIMICHUH OOIMICAOCTYITHBIX MTEPCOHAIBHBIX JAHHBIX.
2.10.5. OmepaTop He UMeeT IpaBa codupats u 00padaTHBaTh IepcoOHANBHEIC JaHHBIe [lomp30BaTens o ero
paCOBOﬁ, HaHHOHaJ'ILHOfI MMPUHAIJICI)KHOCTH, MOJIUTHUYCCKUX B3TJIAAaX, PEIUTMO3HBIX NI (I)I/IJ'IOCO(l)CKI/IX
yOeXXIeHUX, YaCTHON JKU3HH, 32 UCKIIOUCHUEM CIIy4aeB, IPEAYCMOTPEHHBIX JEHCTBYIOIINM
3aKOHOAATEECTBOM.
2.10.6. OmnepaTop He UMEET IIpaBa MoIyyaTh ¥ 00padaThIBaTh NEPCOHANBHBIE TaHHbIE [lob30BaTens o ero
YIICHCTBE B OOIMIECTBEHHBIX OOBEIMHEHHSX WIN €T0 TPO(COI03HOH NeATEIFHOCTH, 32 HCKITIOYCHUEM
CITydaeB, IpeIycMOTpeHHBIX DenepanbHBIM 3aKOHOM.
2.11. Crioco0b1 06pabOTKH TIEpCOHATBHBIX TaHHBIX.
2.11.1. Ilepconansusle naunsle Ilonb3oBateneii Caiita 00padaThIBAIOTCS HCKIIOYUTEIBHO C
HCTIONIb30BAHNEM CPEACTB aBTOMATH3ALIUH.
2.12. IlpaBa cyobektoB (ITonp3oBaTeneil) nepcoHaTbHBIX JaHHBIX.
2.12.1. Tlonmp30BaTens MMEET MPaABO Ha MOIyYEHHE CBelleHni 06 Omeparope, 0 MecTe ero HaXOXKICHUS, O
Hamaun y Oneparopa mepcoHalbHBIX JaHHBIX, OTHOCAIIMXCS K KOHKPETHOMY CYOBEKTY TIepCOHAIBHBIX
nanubIx (ITonp3oBaTento), a Takyke Ha O3HAKOMJIEHHE C TAaKMMH MIEPCOHANBHBIMHA JITaHHBIMH, 32
WCKITIOUCHHEM CITy4aeB, IPEIyCMOTPEHHBIX 9acTbio 8 crathu 14 dexepansHoro 3akoHa «O MepcoHaIbHBIX
JaHHBIX».
2.12.2. Tlonp30BaTens MMEET IPaBo Ha moxydeHue ot OnepaTopa IpH IMYHOM O0paIeHNH K HeMy JTHO0
npu noryderny OnepaTopoM MHUCEMEHHOTO 3ampoca oT [Tonp3oBaTens cienyromeit nHpopMaIiy,
Kacatoreiics 00pabOTKH ero MepCOHATBHBIX JaHHBIX, B TOM YHCIIE COJEpIKallei:

MOATBEpKIeHNe GakTa 00pabOTKH MepCOHANBHBIX TaHHBIX OnepaTopoMm, a TakxKe IIelb
Takoi 00paboTKu;

MIPABOBBIE OCHOBAHMS U 11T 00pabOTKHU NMepCOHATIBHBIX TAHHBIX;

ey U npuMenseMbie OnepaTopoM criocoObl 00pabOTKH MEPCOHATBLHBIX JTAHHBIX;

HaMMEHOBAHHE ¥ MECTO HaxoxaeHus Oneparopa, CBEICHHS O JINIAx (32 HCKII0UYCHHEM
pabOTHHUKOB OIlepaTopa), KOTOPBIE IMEIOT JOCTYH K NEPCOHATBHBIM JAHHBIM WIH KOTOPBIM MOTYT OBITh



PacKpbITHI IIEpCOHANIBHBIE ITaHHBIE HA OCHOBaHUH J0ToBopa ¢ OrepaTopoM WiId Ha OCHOBaHUU
DenepalbHOIO 3aK0HA;

o0pabaTeIBacMble IEPCOHATBHEIC JaHHBIE, OTHOCSIINECS K COOTBETCTBYIOLIEMY CyOBEKTY
MEePCOHANBHBIX JaHHBIX, HICTOYHUK MX ITOJyYSHHUS, €CJIM HHOU TOPSIOK IPEIOCTABICHHS TAKUX JaHHBIX HE
npenycMmoTper denepanbHBIM 3aKOHOM;

CPOKH 00pabOTKH MEPCOHANBHBIX JAHHBIX, B TOM YHCIIE CPOKU UX XPAaHCHUS;

MOPSIOK OCYIIECTBICHUS CYyOBEKTOM MEPCOHATBHBIX TAHHBIX IPAB, IPEIyCMOTPEHHBIX
denepanbHBIM 3aKOHOM;

nH(opMaIHo 00 OCYIIECTBICHHON WM O Tpe/IojiaraeéMoil TpaHCIpaHHYHOM Tepenade
JaHHBIX;

HAaMMEHOBaHHE WU (paMIUTHIO, UM, OTIECTBO H aJIpEC JIUIA, OCYIIECTBISIIOMIETO
00paboTKy MepCOHANBHBIX JaHHBIX 110 Opy4eHuto OnepaTopa, eciii 00paboTKa opy4YeHa Win OyaeT
MOpYYeHA TAKOMY JIHILY;

HHBIE CBEACHUSI, IPEAyCMOTpeHHbIe DenepatbHbIM 3aKOHOM I JPYTHMU
(enepaabHBIMH 3aKOHAMU;

TpeOoBaTh N3MEHEHUS, YTOUHEHU S, YHHUYTOXKESHUsSI MH()OPMAIMU O caMOM cele;

00>atoBaTh HEMPAaBOMEPHBIE IEHCTBHS WM Oe3IeHCTBUE IT0 00pabOTKE MePCOHATBHBIX
JIaHHBIX U TPeOOBaTh COOTBETCTBYIOMICH KOMIIEHCAITUH B CYAE;

HAa JTOTIOJTHEHHUE MEPCOHABHBIX TaHHBIX OIICHOYHOTO XapaKTepa 3asBICHUEM,
BBIPAXKAIOIIUM €0 COOCTBEHHYIO TOUKY 3pEHHS;

OTIPEICIISTh MPEACTABUTEIICH /IS 3aIUTHI CBOUX MEPCOHATBHBIX JaHHBIX;

TpeboBath oT Oreparopa yBeoMIIeHHs! 000 BCEX MPOU3BENICHHBIX B HUX H3MEHEHHIX
WM UCKITFOUCHHSX U3 HUX.

2.12.3. Tlomp30BaTens UMEET MPaBo 00XkKAJIOBATh B YITOJIHOMOYEHHOM OpTaHe 10 3alllUTe MpaB CyObEeKTOB
MEPCOHANBHBIX JaHHBIX WU B CyAcOHOM MOpsAKe AeHCTBUS mwin Oe3neiictBue Omeparopa, €Cu CUATAET,
YTO MMOCTICTHUN OCYIIECTBIIET 00pabOTKy ero MepCOHATBHBIX TaHHBIX ¢ HApYIICHHEM TpeOoBaHU
DenepanbHOro 3akoHa «O MEePCOHATBHBIX JaHHBIX)» WM HHBIM 00pa30M HapylIaeT ero IpaBa U CBOOOIBI.
2.12.4. Tlonp30BaTenb MEPCOHANBHBIX JAHHBIX UMEET NIPABO HA 3aIUTy CBOUX MPaB M 3aKOHHBIX
HWHTEPECOB, B TOM YHKCJIC HA BO3MEIICHHUE YOBITKOB | (MJIM) KOMIIEHCAIIMIO MOPAJILHOTO Bpenia B CyAeOHOM
MOPSIIKE.

2.13. O6s3annoCcTH OmIeparopa.

2.13.1. To dakty muuaHOrO OOpaIeHUs MO0 MPH MOTYICHUH MHCbMEHHOTO 3apoca CyObheKTa
MEPCOHANBHBIX JaHHBIX WM €ro npeacraButerst Oneparop, Mpyu HAJTHIHH OCHOBAHHH, 00s13aH B TEUCHIE
30 mHel ¢ naTel oOpaleHus MO0 MOJTyYeHHUS 3apoca CyObeKTa NePCOHAIBHBIX JAHHBIX WIIH €T0
npeaACTaBUTE MPEAOCTaBUThL CBEACHUS B O6'I)GMC, YCTaHOBJICHHOM (DellepaJ'[BHBIM 3aKOHOM. Takue
CBEJICHMS JOJKHBI OBITh PEIOCTABIEHBI CYOBEKTY MEPCOHANBHBIX JAHHBIX B TOCTYITHOH (opMe, U B HUX
HE TOJDKHBI COACPIKATHCA NMEPCOHAIIBHBIC TaHHBIC, OTHOCAIINUCCA K JPYTUM CY6'I)CKT3M TMEPCOHAIBHBIX
JAHHBIX, 32 HCKIIOUCHUEM CITy4aeB, €CIIM HMEIOTCS 3aKOHHBIE OCHOBAHUS JUIS PACKPBITUS TAKUX
MEPCOHABHBIX JaHHBIX.

2.13.2. Bce obpameHus CyOBEKTOB IIEPCOHANBHBIX JAHHBIX WK HX MPEACTABUTENCH PETUCTPUPYIOTCS B
XKypuane yuera obpamieHuii rpaxaaH (CyOBEKTOB IIEPCOHANBHBIX JaHHBIX) TT0 BOIIPOCaM 00paboTKH
NIEPCOHAIBHBIX JTaHHBIX.

2.13.3. B ciydae 0TKa3a B IPEOCTaBICHUN CYOBEKTY MEPCOHANBHBIX JAHHBIX HITH €TI0 MPEICTABUTEIIO
pu oOpaleHuy JTUO0 MPY MOTyYSHHH 3arpoca CyObeKTa MepCOHATFHBIX JAHHBIX WU €r0 MPEICTaBUTEIIS
HHGOPMAIIH O HAJTMIUH MEPCOHATBHBIX TAHHBIX O COOTBETCTBYIOMIEM CYOBEKTE IIEPCOHATBHBIX TAHHBIX
Omneparop 00s13aH 1aTh B TUCBMEHHON ()OpPME MOTHBUPOBAHHBIN OTBET, COJCPIKAIINN CCHUIKY Ha
nonoxxeHue yactu 8 crateu 14 denepanbHOro 3akona «O MePCOHANBHBIX JAHHBIXY» WIH HHOTO
(henepaIbHOTO 3aKOHA, SBIISIONICECS OCHOBAaHUEM JIJISl TAKOTO OTKa3a, B CPOK, HE MpeBbImaromui 30 qHei
cO AHS oOpameHns CyOBeKTa IePCOHATBHBIX TAaHHBIX WM €T0 MPEACTaBUTEIS, INOO C JaThl MOTYICHHS
3arpoca CyObeKTa MepCOHATBHBIX JaHHBIX HIIH €0 MPEICTaBUTEIIS.



2.13.4. B ciiyuae nony4yeHus 3ampoca OT YIOJTHOMOUYEHHOTO OpraHa 1o 3aiuTe 1paB cyObeKTOB
MEPCOHANBHBIX JaHHBIX O MPEIOCTABICHUN HHQOPMALIUH, HEOOXOAUMOU JUTS OCYIIICCTRICHUS
JeSITeIFHOCTH YKa3aHHOTO opraHa, Oneparop 00s3aH COOOIIUTE TaKyl0 HHPOPMALIUIO B YIIOTHOMOYCHHBIH
opras B TeueHue 30 gHEN ¢ AATHI MOJYyUYEHUs TAKOTO 3ampoca.
2.13.5. B ciy4ae BbISBIICHHS HEITPaBOMEPHOM 00pabOTKH MEPCOHATBHBIX JJAHHBIX TIPH OOpAIeHUH WITH 110
3a1pocy cyOBEeKTa ePCOHATBHBIX TAaHHBIX WIH €T0 IMPEeACTaBUTEIS IHOO0 YIIOITHOMOYEHHOT'O OpraHa I1o
3aIuTe MpaB CyOBbEKTOB MEPCOHATBHBIX JaHHBIX OniepaTop 00s3aH OCYIIECTBUTH OJIOKUPOBAHHUE
HenpaBoMepHO 00padaThIBaEMBIX MEPCOHABHBIX TAHHBIX, OTHOCAIIUXCS K 3TOMY CYOBEKTY
MePCOHANIBHBIX JAHHBIX, C MOMEHTA TaKOT'0 OOpAIeHHs WK NOJIYUYeHHs yKa3aHHOTO 3alpoca Ha IEPHOL
MIPOBEPKHU.
2.13.6. B ciiyvae BbISIBIICHHS HEITPaBOMEPHOM 00pabOTKY NMEPCOHATBHBIX TAHHBIX, OCYIIECTBIIIEMOM
Omneparopom, MOCIEeHAN B CPOK, HE TPEBEIMIAONIINA TpeX pabounx AHEH ¢ TaTHl TOTO BEIIBICHHS,
00s13aH IPEKPaTHTh HEMPABOMEPHYIO 00padOTKY IMePCOHABHBIX TaHHBIX. O0 yCTpaHEHNUH JTOMYIICHHBIX
HapyueHuit Oneparop 00513aH YBEJOMUTh CyObEKTa EPCOHATBHBIX JAHHBIX WU €TO PEJCTaBUTENS, a B
cllyuyae eciii oOpaleHue cyobeKTa epCOHANIBHBIX JAHHBIX MM €r0 NMPeICTaBUTENs TH00 3ampoc
YIOJHOMOYEHHOTO OpraHa Io 3alIiTe MpaB CyObeKTOB MEPCOHATBHBIX JAHHBIX ObUIM HANPaBJICHBI
YIOJHOMOYSHHBIM OPTaHOM I10 3aIlIUTE MPaB CYOBEKTOB IIEPCOHATBHBIX JAHHBIX, TAKKE YKa3aHHBIN
OpraH.
2.13.7. B ciiy4ae mocTrkeHus meinu 00paboTKY MepcOHATBHBIX TaHHBIX OrniepaTop 00s3aH MPEKPATHTh
00pabOTKy MepCOHANBHBIX JAHHBIX U YHHUTOXHTD MEPCOHAIbHBIE IAHHBIE B CPOK, HE MpeBbiaromuii 30
paboumx THEH ¢ AaThl JOCTHXKEHUS e 00pabOTKH MePCOHANBHBIX TaHHBIX, €CIIM HHOE HE
MPeyCMOTPEHO JOrOBOPOM, CTOPOHOM KOTOPOTO SIBJIIETCS CYOBEKT IEPCOHANBHBIX JTaHHBIX.
2.13.8. 3anpeniaercst MpUHATHE HA OCHOBAaHUU HCKIIFOUUTEIBHO aBTOMATU3UPOBAHHON 00paboTKU
MIEPCOHANBHBIX JaHHBIX PEIICHHH, IIOPOKAAIOMINX IOPAINICCKIE IOCIESICTBHS B OTHOILICHUH CyOBEeKTa
MIEPCOHANBHBIX JaHHBIX WM WHBIM 00pa30M 3aTparuBarolinX ero MpaBa i 3aKOHHBIC HHTEPECHI.
2.14. PexxuM KOH(PUIECHIIMATHLHOCTH ITEPCOHATBHBIX TaHHBIX.
2.14.1. Onepatop obecreunBaeT KOHPUIECHIMATBHOCTh U 6€30MaCHOCTh EPCOHATBHBIX JAHHBIX PU UX
00paboTKe B COOTBETCTBUH C TPEOOBAHUAMH 3aKOHOAATENbCTBA PD.
2.14.2. OnepaTop HE pacKphIBACT TPETHUM JIHMLIAM U HE PACIPOCTPaHIET NEPCOHANBHBIC TaHHbIE O3
coryiacusi Ha 3TO CyObeKTa IepCOHAIbHBIX JaHHBIX, €CIIM HHOE He MpelLycMOoTpeHo DenepaabHbIM
3aKOHOM.
2.14.3. B COOTBETCTBHH C ITEPEYHEM MEPCOHATILHBIX JJAHHBIX, 00padaThIBaeMbBIX Ha caiTe, IepCOHATbHBIE
nannble [Top3oBateneit Caiita SABISIOTCS KOHGUICHITHATLHOW HH(pOpMAaIIHEH.
2.14.4. Jluna, ocymecTBIsIONIME 00padOTKY MEPCOHANBHBIX JaHHBIX, 00s13aHbI COOII0AATH TPEOOBaHUS
perIaMeHTUPYIONINX TOKyMeHTOB OmepaTopa B 4acTH oOecTieueHHsI KOH(UICHITUATLHOCTH |
0€30MacHOCTH NMEPCOHANBLHBIX JJAHHBIX.
3. O6paboTKa MepCoOHAIBHBIX TAHHBIX
3.1. Ilepeuenp 0OpadaTHIBACMBIX ITEPCOHANBHBIX TaHHBIX [lonb30BaTenel:

bamuns;

ums;

OTYECTBO;

T0JT;

JlaTa POXKICHUS;

JOJDKHOCTD;

KOMITaHUS,

oTpaciib;

peruoH;

MOOWJIBHBIH TenedoH;

JNIEKTPOHHAS 110UTA.
3.2. JIuna, uMeroniye npaBo TOCTYIa K MEPCOHATBHBIM JaHHBIM.



3.2.1. IIpaBoM gocTyna K MepCOHANBHBIM JaHHBIM CyOBEKTOB 001a1at0T JUIa, Ha/IeJICHHbIE
COOTBETCTBYIOIIUMH TOJTHOMOYHMSIMHA B COOTBETCTBUU CO CBOUMHU CITYKEOHBIMU 00513aHHOCTSIMHU.

3.2.2. [lepeueHp JHIl, UMEIOIIUX TOCTYII K IEPCOHATBHBIM JaHHBIM, YTBEPKAACTCS T€HEPATEHBIM
nupexTopom Omeparopa.

3.3. Tlopsimok v CpOKM XpaHEeHHsI IEPCOHATBHBIX JaHHBIX Ha CailTe.

3.3.1. Omeparop ocymiecTBISIET TOIBKO XpaHEHHE MepCOHAIBHBIX NaHHbIX [lonp3oBareneit Ha Caiite.
3.3.2. Cpoku xpaHeHus nepcoHaIbHBIX naHHbIX [lonb3oBaTeneit Ha CaiiTe onpeaeneHbl YCIOBUIMHU
[Tosb30BaTENBCKOTO COTJIAILIEHHSI, BBOAATCS B IEHCTBHE C MOMEHTa MpUHATHS (akuenTa) [lons3oBarenem
JaHHOTO cornaiieHus Ha CaiiTe U AEUCTBYIOT JI0 TeX Mop, noka [lonb30BaTesnp He 3a4BUT O CBOEM
JKeJTaHWH YAAIWTh CBOM IEpCOHANIbHEIE naHHble ¢ Caifta.

3.3.3. B cnyuae ynanenus nqanHbix ¢ CaiiTa Mo MHUIIMATHBE OJHOM U3 CTOPOH, @ UMEHHO MPEKPAIICHHS
ucnonb3oBanus Caiita, mepcoHambHBIe JaHHBIE [lonp30BaTens xpansaTces B 6a3ax maHHEIX OmepaTopa maTh
JIET B COOTBETCTBUU C 3aKOHONATEIBCTBOM PD.

3.3.4. Tlo ucTeueHNH BBIIEYKA3aHHOTO CPOKA XPAHCHUS MIEPCOHANBHBIX JaHHBIX [1obp30BaTemst
nepcoHalbHbIe JaHHbIe [lonp30BaTeNsl yAAIIIOTCS aBTOMATHYECKH 3aJaHHBIM aJlTOPUTMOM, KOTOPBIiA
3agaet Onepatop.

3.3.5. Omeparopom He BeneTcst 00paboTKa MmepcoHATBHBIX TaHHBIX [Tob30BaTeNeit Ha OyMaskHBIX
HOCHTENIX HH(POpMAIINY.

3.4. BrokupoBaHue NePCOHATBHBIX JaHHBIX.

3.4.1. Tlox 6oxupoBaHHEM NIEPCOHATIBHBIX JAHHBIX TTIOHUMAETCSl BpeMeHHoe MpekpaiieHne OnepatopoM
orepaluii o ux oopadorke o Tpedoanuto [loap30BaTess NPy BBISIBICHUN UM HEAOCTOBEPHOCTH
00pabaThIBaeMbIX CBEJICHHUI WIIM HEPAaBOMEPHBIX, TI0 MHEHHUIO CyObEKTa MEPCOHATBHBIX JJaHHBIX,
JEHUCTBUNA B OTHOLICHUU €TO JAHHBIX.

3.4.2. Oneparop He mepeaaeT MepCoHANbHBIE TaHHBIE TPETHUM JIMIAM U He TOpydaeT 00paboTKy
MEPCOHANBHBIX JaHHBIX CTOPOHHUM JIHIAM U opranu3amsiM. [lepconansable nannaeie [lonp3oBareneit
Caiita 00pabaTBIBAIOT TOJBEKO cOTpYAHUKH OrepaTopa (aAMUHICTPATOPHI 023 TaHHBIX U T. 1.),
JIOMYIIEHHBIC YCTAaHOBIEHHBIM MOPSIIKOM K 00paboTKe NepcoHaAbHBIX JaHHbIX [lop30BaTeneii.

3.4.3. briokupoBaHue MEPCOHATBHBIX JaHHBIX Ha CaiiTe OCyIecTBIsETCS Ha OCHOBAHUN TUCBMEHHOTO
3asiBJICHUSI OT CYOBEKTa MEPCOHAIBHBIX TaHHBIX.

3.5. YHuuTOXKEHNE NEPCOHATIBHBIX JAHHBIX.

3.5.1. Ilox yHHYTOXKEHHUEM TIEPCOHANBHBIX TaHHBIX TIOHUMAIOTCS ICHCTBUS, B PE3yIIbTaTe KOTOPHIX
CTaHOBHTCSI HEBO3MOKHBFIM BOCCTAHOBHTH COJICPIKAHUE NIEPCOHANBHBIX JaHHBIX Ha CaiiTe n/uinu B
pe3yabTaTe KOTOPBIX YHUYTOKAIOTCS MaTepHATbHBIC HOCHTENN TIEPCOHATBHBIX TAHHBIX.

3.5.2. CyObeKT nepcoHANbHBIX JaHHBIX BIIPaBe B MUCHMEHHOI (hopMe TpeboBaTh YHHUTOXKEHHUSI CBOUX
NEPCOHAIIBHBIX JJaHHBIX B CiIy4ac, €CJIM NMEPCOHAJIBHBIC JaHHBIC ABJIAIOTCA HCTIOJIHBIMU, YCTapCBIINMHU,
HEIOCTOBCPHBIMU, HE3AKOHHO IMOJTYYCHHBIMU UJIN HE ABJIAIOTCA HCO6XO)II/IMI)IMI/I JJIs 3asIBJICHHOM e
00paboTKH.

3.5.3. B cnyyae oTCyTCTBUS BO3MOXHOCTH YHUUTOXEHHS IEPCOHATIBHBIX JaHHBIX OniepaTop
OCYIIECTBIISICT OJIOKHPOBAHNE TAKUX MEPCOHATBHBIX JaHHBIX.

3.5.4. YHUYTOXCHUE MTEPCOHANBHBIX JAHHBIX OCYIIECTBISICTCS MTyTEM CTHPAHUS HH(POPMAIIUH C
HCTIONIb30BAaHUEM CEPTUPHUIIMPOBAHHOTO MTPOTPAMMHOTO 00ECIIEUEeHHS C TapaHTHPOBAHHBIM
YHUYTOXKCHUEM (B COOTBCTCTBHHU C 3a/IaHHBIMU XapaKTCPUCTUKAMU JJI1 YCTaHOBJICHHOT'O ITPOTPaMMHOI0
obecrieueHNs ¢ TapaHTHPOBAHHBIM YHHUTO)KEHHEM ).

4. Cucrema 3alUThl IEPCOHANBHBIX TaHHBIX

4.1. Mepsl 1o oOecriedeHrIo O6€30MMaCHOCTH IMTEPCOHANBHBIX JAHHBIX MPU HX 00padoTKe.

4.1.1. Onepatop npu 00pabOTKe MEPCOHATBHBIX JTAHHBIX 00s13aH MPUHUMATH HEOOXOIUMBIC TIPABOBBIE,
OpraHU3aLMOHHBIE U TEXHUUYECKUE MEPHI MM 00eCTIeYrBaTh X MPUHATHE JUI 3aLIUThI IEPCOHATBHBIX
JAHHBIX OT HETPABOMEPHOTO WM CIYYallHOTO TOCTYIA K HUM, YHUYTOXCHUS, N3MEHEHHS, OJIOKUPOBAaHUS,
KOIIMPOBAHMS, IPEIOCTABICHHUS, PACIIPOCTPAHEHHUS TIEPCOHATBHBIX TAaHHBIX, 8 TAKXKE OT HHBIX
HETPaBOMEPHBIX AEHCTBHUI B OTHOIIICHUH NTEPCOHATBHBIX JAHHBIX.



4.1.2. Obecnieuenne 6e30MaCHOCTH MEPCOHANBHBIX TaHHBIX TOCTUTAETCS, B YACTHOCTH:

OTIPEJICIICHUEM YTpo3 0€30MaCHOCTH MIEPCOHATBHBIX JAHHBIX MPU UX 00 paboTKe B
HH(OPMAIOHHBIX CHCTEMaX IIePCOHATIBHBIX TaHHBIX;

MPUMEHEHUEM OPTaHU3alMOHHBIX H TEXHHYECKUX Mep 0 00ecreueHnIo 6e30macHOCTH
MEPCOHANBHBIX JaHHBIX IPH UX 00paboTKe B MH(POPMAMOHHBIX CUCTEMAX [IEPCOHANBHBIX JAHHBIX,
HEOOXOJMMBIX ISl BBITOJTHEHHS TPEOOBAHMH K 3aIIUTE IEPCOHANBHBIX JaHHBIX;

MPUMEHEHUEM TIPOIC/IINX B YCTAHOBICHHOM IOPSAKE MPOLEAYPY OLIEHKU COOTBETCTBHS
CpPE/ICTB 3alIUTHl HHPOPMAIIHY;

oneHKOH 3()(HEKTHUBHOCTH MPHUHUMAEMBIX MEpP 110 00ECIeYCHUI0 0E30MaCHOCTH
MEPCOHANBHBIX JaHHBIX JI0 BBOJIA B OKCILTyaTalHI0 HH()OPMAIMOHHON CHCTEMBI IEPCOHATIBHBIX TaHHBIX;

YYeTOM MaIlIMHHBIX HOCHUTEICH [TepCOHANBHBIX JaHHBIX;

o0OHapyXeHHeM (PaKTOB HECAHKIIMOHUPOBAHHOTO TOCTYIIA K MIEPCOHAIFHBIM JAHHBIM H
MIPUHATHEM Mep;

BOCCTaHOBJICHHEM ITEPCOHANBHBIX JAHHBIX, MOAUGMUIIMPOBAHHBIX MM YHUYTOXCHHBIX
BCJICJICTBUE HECAHKIIMOHUPOBAHHOT'O TOCTYIIA K HIM;

YCTAHOBJICHHUEM TIPABHJI JOCTYIA K MEPCOHATBHBIM JaHHBIM, 00pa0baThIBaeMbIM B
WHPOPMAIIOHHOH CHCTEME TIEPCOHATBHBIX TAHHBIX, & TAKXKe 00eCIIeYeHNEM PEeruCTPalii U yUeTa BeeX
JEWCTBHIA, COBEPIIACMBIX C IEPCOHATFHBIMH JaHHBIMH B HH()OPMALMOHHOHN CHCTEME TIEPCOHATBHBIX
JaHHBIX;

KOHTPOJIEM 32 MIPUHUMAEMBIMH MEPaMU 10 00ECIICUCHUIO 0€30MaCHOCTH TIePCOHATBHBIX
JAHHBIX U YPOBHS 3aIlUIICHHOCTH HH(HOPMAIIMOHHBIX CHCTEM MEPCOHATBHBIX TaHHBIX.

4.1.3. Ins ueneii [lonoxeHus moj yrpo3amu 0€30MacHOCTH MEPCOHAIBHBIX TaHHBIX TOHUMAETCS
COBOKYITHOCTb YCJIOBHIA U (DaKTOPOB, CO3/IAIOIINX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHUCIIC
CIlyJaifHOTO, TOCTYTIA K MTEPCOHAIBHBIM JaHHBIM, PE3YJIBTATOM KOTOPOTO MOTYT CTaTh YHHUTOXKEHHE,
HU3MeHeHue, OJIOKHPOBaHUE, KOIMPOBAHKE, TPEAOCTAaBICHUE, PACTIPOCTPAaHEHUE IEPCOHATBHBIX TaHHBIX, a
TaKXe WHBIC HETPaBOMEPHEIC ASUCTBHS IPU X 00paboTKe B MHPOPMAIIMOHHON CHCTEME TIEPCOHATBHBIX
JaHHBIX. HO,Z[ YPOBHEM 3alIUIICHHOCTU NNEPCOHAJIBHBIX JaHHBIX TOHUMACTCA KOMIIJICKCHBIH IIoKa3aTeiib,
XapaKTepPHU3YIOIIUil TpeOOBaHMUs, UCIIOIHEHHE KOTOPHIX 00ECIICUMBACT HEUTPAIN3AIIIIO ONPEICICHHBIX
yrpo3 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX IIPHU UX 00paboTKe B MH(OPMAIIMOHHOI ccTeMe
NEPCOHAIBHBIX JTaHHBIX.

4.2. 3amurniaeMble CBEACHUS O CyOBhEKTe EPCOHATBHBIX TAHHBIX.

K 3ammmaemMpIM cBeIeHISIM O CyOBEKTE IEPCOHANBHBIX TaHHBIX Ha CaifTe OTHOCATCS JaHHBIE,
MTO3BOJIAIONINE UICHTU(PHUIAPOBATE CYOBEKT MEPCOHANBHBIX JAHHBIX W/IIIH MOJTYIUTH O HEM
AOTIOJITHUTCIIbHBIC CBEICHMS, NIPEAYCMOTPEHHBIC 3aKOHOAATEIBCTBOM U TTonosxeHuem.

4.3. 3amuniaeMbie 00BEKThI IEPCOHATBHBIX JAHHBIX.

4.3.1. K 3ammmiaeMbIM 00bEKTaM MepCOHABHBIX TaHHBIX Ha CaiiTe oTHOCATCS:

00BEKTH HH(OPMATH3AINH H TEXHHUECKHE CPEICTBA ABTOMATU3UPOBAHHON 00pabOTKH
HHPOPMAIIH, COepKallel IepcoOHaIbHbIC JaHHEIC,

HH(POPMAIOHHEIC PeCyPCHI (0a3bl JaHHBIX, GalIbl U JIp.), COAepIKaIINe HHPOPMAITHIO
00 nH(HOPMATHOHHO-TEIEKOMMYHUKAIIMOHHBIX CUCTEMaX, B KOTOPHIX IUPKYJIUPYIOT IEPCOHATBHEIC
JaHHBIE, O CO6LITI/I$IX, npousomeauunx ¢ yrpaBias€MbIMU O6'beKTaMI/I, O ITaHax O6CCHCLIGHI/I$I
Oecriepe0oifHOM pabOTHI U TpoIlelypax Mepexoa K YIPaBICHUIO B aBapUIHHBIX PEKUMAX;

KaHaJIbl CBA3U, KOTOPBIC UCIIOJB3YKOTCA MJIA NEpeaavn NEPCOHAJIbHBIX JaHHBIX B BUAC
WH(POPMATHBHBIX IEKTPHICCKUX CUTHAJIOB M (PU3NIECKUX TIOJICH;

OTYY’KJaeMbIC HOCHTEITU HH(POPMAITUH Ha MATHUTHOW, MATHUTHO-ONITUIECKON M MHOM
OCHOBE, MPUMEHSIEMBIC I 00paOOTKH MEPCOHATBHBIX JaHHBIX.

4.3.2. Texnonorudeckasi vHGpopMaIms 00 HHPOPMAITHOHHBIX CHCTEMaX U AJIEMEHTAX CHCTEMBI 3allIUThI
MEPCOHANBHBIX JAHHBIX, IOIeXKAIIas 3aIIUTe, BKIIOYACT:

CBEJICHHS O CHCTEME YIIPaBJICHUS JOCTYIIOM Ha OOBEKTH HH(OPMATH3AINH, HA KOTOPHIX

OCYIIECTBIIAETCS 00pabOTKa IIEPCOHANBHBIX JIAHHBIX;



ynpasisitommas nHGopManus (KOHQUrypaoHHbIe (aiiabl, TabIUIBI MapIIPYyTH3AINH,
HACTPOIKH CUCTEMBI 3aIUTHI U 11p.);

TEXHOJIOTHYECKast MHQOpMAaLUs CPEACTB AOCTYIIA K CHCTEMaM YIIPaBICHHS
(ayTenTH(UKaIMOHHAS HHPOPMAIIUS, KITFOUX B aTPUOYTHI JOCTYTIA U IIp. );

XapaKTEPUCTHKH KaHAJIOB CBSI3H, KOTOPBIE HCIOIB3YIOTCS VIS IePEeaadn IepCOHATBHBIX
JAHHBIX B BUJIE HH)OPMATUBHBIX 3JCKTPHUECKUX CUTHAIOB U (PH3MIECKUX TONEH;

nH(OpMAaIH 0 CpeCcTBax 3aUTHI IEPCOHANBHBIX JITAaHHBIX, HX COCTaBe M CTPYKTYpE,
MIPUHLIKIIAX U TEXHUYECKUX PEUICHUAX 3alUThI;

ClTy>keOHBbIE JaHHbIE (METaJaHHbIE) MOABILIONIUECS IPU pabOTe MPOrPaMMHOTO
obecrieueHust, COOOIIECHHIA U MPOTOKOJIOB MEKCETEBOTO B3aMMOICHCTBUS, B pe3yJIbTaTe 00padOTKU
MEPCOHANBHBIX JaHHBIX.

4.4. TpeOoBaHUS K CHCTEME 3aIIUTHI IIEPCOHATBHBIX TAHHBIX.

Cucrema 3alIuThI IEPCOHATBHBIX TAHHBIX JOJDKHA COOTBETCTBOBATH TPEOOBAHISIM IIOCTAHOBJICHUS
IIpaButensctBa PO ot 1 HOs16ps 2012 1. Ne 1119 «O6 yTBepx1eHUN TpeOOBaHUM K 3aIUTE NEPCOHATBHBIX
JAHHBIX IIPU UX 00paboTKe B HH(POPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX).

4.4.1. CucteMa 3alIMTHI IEPCOHATBHBIX JAHHBIX JOJDKHA 00€CeYrBaTh:

CBOEBpPEMEHHOE O0HAPYKEHHUE U MPEIOTBPAIICHIE HECAHKITHOHUPOBAHHOTO JOCTYIIA K
MIEPCOHANFHBIM JTAHHBIM U (WJIH) TIepead uX JUaM, He UMEIONINM TIpaBa JOCTYIa K TaKOH HH(POPMAIIHH;

HEJIOIYIICHHE BO3ACHCTBHS Ha TEXHIUECKHUE CPEICTBA aBTOMATU3UPOBAHHON 00paboTKU
MEPCOHANBHBIX JAHHBIX, B PE3YIbTaTe KOTOPOIO MOXKET OBITh HAPYIICHO UX (YHKIIMOHUPOBAHUE;

BO3MOXKHOCTh HE3aMEUIUTEILHOI'O BOCCTAHOBJICHHS IEPCOHATIBHBIX TAHHBIX,
MOJU(DUIUPOBAHHBIX WIN YHUUYTOKEHHBIX BCIIEICTBUE HECAHKIIMOHUPOBAHHOIO IOCTYIIA K HUM;

MOCTOSIHHBII KOHTPOJIb 32 00ECIIEYeHNEM YPOBHS 3alUIIIEHHOCTH MEPCOHAIBHBIX
TAHHBIX.

4.4.2. Cpencta 3auThl HHPOPMAIIH, IPAMEHSIEMbIC B HH(POPMAITHOHHBIX CHCTEMAaX, TOJDKHBI B
YCTaHOBJICHHOM TIOPSIAKE MPOXOIUTH IPOLIEAYPY OLIEHKH COOTBETCTBHSI.

4.5. MeTtos! ¥ crIOCOOBI 3alUTHl HH(pOpManu B HHPOPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.
4.5.1. MeTtoas! 1 cIOCOOBI 3alTUTHI HH(pOpMaK B HHPOPMAIIMOHHBIX CHCTEMAaX MIEPCOHATBHBIX JTAHHBIX
Omneparopa JOIKHBI COOTBETCTBOBATh TPEOOBAHUSIM:

npukaza ®CTIK PD ot 18 ¢penpans 2013 r. Ne 21 «O6 yreepkaennu Cocrasa 1
COICPIKaHMS OPTaHU3AUOHHBIX M TEXHHYECKUX Mep 0 00eCTIeUeHNIO 0€30MMaCHOCTH TTePCOHATBHBIX
JTaHHBIX MIPH UX 00paboTKe B MHPOPMAIIMOHHBIX CHCTEMaX IePCOHATIBHBIX TAaHHBIX);

npukaza ®CB Poccun ot 10 ntons 2014 1. Ne 378 «O06 yrBepknernu CocTaBa u
COJICp’KaHMs OPTaHU3ALHMOHHBIX M TEXHHYECKUX Mep M0 00eceueHn o 0€30MacHOCTH EPCOHATBHBIX
JTaHHBIX MIPU UX 00paboTKe B HH(POPMAIHOHHBIX CHCTEMAaX IEPCOHATBHBIX JAHHBIX C HCIOJIb30BAaHHEM
CpeACTB KpUNTOrpadhuuecKoi 3amuThl HHPOPMAIMH, HEOOXOIUMBIX TSI BBEITOJHEHUS yCTaHOBIEHHBIX
[IpaButenscTBoM Poccuiickoii denepanum TpeOOBaHUHN K 3aIIMTE MEPCOHANBHBIX JaHHBIX I KAXKIO0TO U3
YpOBHEH 3allIUIEHHOCTI (B cllydae onpeaeneHus: OnepaTopoM HEOOXOAUMOCTH UCIIONIB30BAHUS CPEJCTB
KpHITOrpadmueckoi 3anThl HHPOpMAIHK T oOecTiedeHns 0e30IaCHOCTH MEPCOHANBHBIX TAaHHBIX).
4.5.2. OCHOBHBIMH METOJJAMHU ¥ CLIOCO0AMU 3alUTHI HHPOPMAINK B HHPOPMAIIOHHBIX CUCTEMaX
MepCOHANBHBIX AaHHBIX [lonb30BaTenei IBISIOTCS METOIBI M CLIOCOOBI 3alUTHI HH(OpMay OT
HECaHKIMOHHUPOBAHHOTO, B TOM YHCJIE CIIyYaifHOTO, IOCTYNA K IEPCOHATBHBIM JaHHBIM, PE3yIbTaTOM
KOTOPOTO MOXET CTaTh YHUUTOXXCHUE, U3MCHEHHE, OJIOKUPOBaHHUE, KOTMPOBAHUE, PACTIPOCTPAHCHUE
MEPCOHANBHBIX JaHHBIX, & TAK)KE HHBIX HECAHKITMOHHUPOBAHHEIX NEHCTBUI (1anee — METOBI B CIIOCOOBI
3ammutel nHGopManuu ot HCJT).

4.5.3. BeiOop u peanu3anust METOJIOB M CIIOco00B 3amuThl nH(popmarn Ha CaliTe OCyIecTBISETCS B
COOTBETCTBUH C PEKOMEHJIALIMSIMU PETYIATOPOB B obmacTu 3amuTsl nHpopmarn — PCTOK Pocenn n
®CB Poccumn, ¢ yueTom omnpeensieMbix OmeparopoM yrpo3 0€30MacHOCTH IEPCOHANBHBIX JTaHHBIX
(Mozenu yrpo3) U B 3aBUCUMOCTH OT KJlacca HHPOPMAIIMOHHON CUCTEMBI.



4.5.4. BeiOpaHHbIC U peai30BaHHBIC METOIBI M CIIOCOOBI 3alUThl HHpOopMarmy Ha CaiiTe TOJDKHBI
o0ecrnieunBaTh HEUTpAIM3ALMIO TPEANOIaraeMbIX yrpo3 0€30MacHOCTH MePCOHANBHBIX TAHHBIX MPU UX
oOpaboTke.
4.6. Mepsbl 3auThI HHPOPMAIIUHN, COCTABIISAIONICH TIEpCOHABHBIE TAHHBIE.
4.6.1. Mepsl o oxpane 6a3 TaHHBIX, COACPIKAIINX epCOHANBLHEIEC JaHHBIC, MpUHIMaeMble OTiepaTopom,
JOJDKHBI BKIIFOYATE B ceOsI:
ofpeieieHre epevHs HHPOpPMaliU, COCTABISIONIEH IepCOHAIbHbIE TAaHHBIE;
OTpaHMYCHUE TOCTyIA K HH(POpMAIIMK, COMIepIKaIleH TepCOHANBHBIC TAaHHBIC, ITyTEM
YCTAHOBJICHUsI MTOPSIIKA OOPAICHUs C ATO HHPOpMAIHEH 1 KOHTPOJIS 32 COONIIOCHUEM TaKOTO IMOPSIKa.
4.6.2. Mepsl 110 0xXpaHe KOHQUICHIMATBHOCTH HH(POPMAIIUK TPU3HAIOTCS PA3yMHO TOCTATOYHBIMH, €CIIH:
HCKITIOYAETCsI JOCTYH K MEPCOHATBFHBIM JaHHBIM JIIOOBIX TPETHUX JIUI] O€3 COTIaCH
Omeparopa;
o0ecIieunBaeTcsi BO3MOYKHOCTD MCIIONB30BaHUS HH(POPMAIIHH, CONepKaIe
MepcoHalIbHBIC IaHHbIe, 0€3 HapyIIEH!Us 3aKOHOIAaTEIbCTBA O TIEPCOHATBHBIX JAHHBIX;
mipu padote ¢ [Tonb3oBaTeneM ycTaHaBIUBAETCA TaKOW MOPSAAOK AeiicTBuit Oneparopa,
MIPU KOTOPOM OOECTIEUUBAETCS COXPAHHOCTh CBEICHUH, COMIEpkKAIIUX MTePCOHATIbHBIE TaHHbIE
[Tonw3oBaresns.
4.6.3. [lepconanpHBIe JaHHBIE HE MOTYT OBITH MCIIONB30BAaHBI B LIEJHIX, IPOTHBOPEYAIIIX TPEOOBAHIIM
denepanbHOro 3aK0Ha, 3aIlUThl OCHOB KOHCTUTYLIMOHHOTO CTPOsi, HDABCTBEHHOCTH, 3/10POBBS, NIPaB U
3aKOHHBIX HHTEPECOB IPYTHX JUII, oOecrieueHus] 000pPOHBI CTpaHbl M 0€30MaCHOCTH rOCYAapCTBA.
4.7. OTBETCTBEHHOCTb.
4.7.1. Bece cotpynuuku Omneparopa, OCyIIECTRISIONNE 00padOTKY IEPCOHANBHBIX JaHHBIX, 00sS3aHbI
XpaHUTh TallHy O CBEJCHUSAX, COJIEpKAIINX MIEPCOHATIFHBIE TaHHBIE, B COOTBETCTBHHU C [lonoxkeHuem,
TpeOOBaHUSIMH 3aKOHOaTeIbCTBA PD.
4.7.2. Jluna, BUHOBHBIE B HapylieHnn TpeboBanuii [lomoxkeHus, HECYT MPenyCMOTPEHHYTO
3aKOHOJATENBCTBOM P® OTBETCTBEHHOCTS.
4.7.3. OTBETCTBEHHOCTb 32 COOJIOIEHHUE PEKMMa MTEPCOHATBHBIX JaHHBIX 0 OTHOIICHHUIO K
MePCOHANTLHBIM JIaHHBIM, HAXOIIMMCS B 6a3ax naHHbIX CaliTa, HECYT OTBETCTBEHHBIE 32 00pabOTKY
NEPCOHAIIBHBIX JTaHHBIX.
5. 3aKIIOYUTETbHBIE TONTOKEHUS
5.1. B cimy4yae u3mMeHeHUsI IEHCTBYIOIIETO 3aKOHOAaTehCcTBA PD, BHECEHHS N3MEHEHU B HOPMATHBHBIC
JOKYMEHTBHI 110 3allUTE MePCOHAIBbHBIX JaHHBIX HacTosulee [lonoxenue aeiicTByeT B 4acTH, HE
MIPOTUBOpEYaIlel AEHCTBYIOILEMY 3aKOHOIATENILCTBY A0 MPUBEACHHUS €r0 B COOTBETCTBUE C TAKUMHU.
5.2. YcnoBus Hactosiero IlonoskeHus ycTaHaBIUBAIOTCS, U3MEHSIOTCS M OTMEHSI0TCsl OnepaTopoM B
OJTHOCTOPOHHEM TIOpsIZIKE Oe3 MpenBapuTeabHOro yBeaomineHus [lomap3oBarens. C MOMEHTa pa3MeIeHus
Ha Caiite HOBOM pemakiuu [lonoxxeHuns mpenpayIias peaakiys CAMTaeTCs yTpaTUBIIeH CBOO cuity. B
ciIy4ae CyIIeCTBEHHOTO U3MEHEeHHs ycloBrid HacTosimero Cornamenus OnepaTop u3BeImaeT 00 3ToM
[Monp3oBaTenei myTeM pasMerneHus Ha CaiiTe COOTBETCTBYIOMIETO COOOIICHHSI.
5.3. Eciu Ilosnp30Baresb He corlaceH ¢ YCIoBUsAMHU HacToAwero [1onoxenus, To OH JOJDKEH HEMEIEHHO
yaanuTh cBoii mpodmis ¢ CaliTa, B IPOTHBHOM CITydae MpoIoJDKEHIE HConb3oBanus [loap3oBaTeneM
Caiira o3navaet, yto [lonb30BaTens coraceH ¢ ycnoBusiMu HacTosmiero [lomoxeHus.



